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1. Challenge - Vulnerability Disclosure Program: One very critical step on the road ... - 2025

1 Ransomware Attacke weltweit alle:
® o 40 Sekundenin 2016

e 14 Sekunden in 2019

e 11 Sekunden in 2021

e 9 Sekunden in 2022

Copyright issues - program
® generated by Al-no
Music, art, ... court cases

of 4 "3
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wune RANSOMWARE

your files have been encrypted !

® Al-evasion malware 4 3¢
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#TechTalk

2030 2024 - Predictive Analytics - Model built with Real Data
Googles GraphCast: Reliable and Valid Results

Predictive Analytics

E heck—will th

° The Al-powered model delivers 10-day | _— - - o asy to check—uwill the
weather forecasts with unprecedented - P

accuracy in less than a minute.

weather arrive or will the
storm stay away?

Weather forecasting has becom;enmuch

more precise and the accuracy gap between
the hemispheres has disappeared

Anomaly correlation coefficient (ACC)*; different lines within

each range represent northern and southern hemispheres _ ongide
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== 5-da
20 7-da; — Use correct data from the past to
0 — 10’day ‘
1 I

: ' , ' , . learn and optimize the model.
1990 1995 2000 2005 2010 2015 2020 2025

* ACC reaching 100% indicates a perfect correlation between the forecast of
atmospheric conditions and the verifying analysis

Source: European Centre for Medium-Range Weather Forecasts

Every 2 days, Microsoft opens a new data center — Search with Bing using Al requires 10 x more energy than doing a search without Al !




gggghTalk 2024 - Audits do matter - 2025

People prefer Al Code
(calculations) that can be
checked for accuracy:

UK uses 150 criteria for
deciding which patient gets a
kidney transplant. Secret algorithm
that prefers choosing young
alcoholics...

Amazon Recruiting Al was
discriminating.... taken offline
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2024 | suggested 3 challenges that we must face head on - 2025

"Real" versus e Lack of human data limits progress, synthetic data can
’ Synthetic" Data lead to nonsensical results (See Nature Aug. 2024).

Reliability /
Zuverlassigkeit * Does my parachute open
Va|idity / Genauigkeit e |sthe information on

my GPS correct?

| f’ -

Know your customer rule should apply: Chinese-made chips are “pervasive” & about halt of US tirms cannot tell it they used them.
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3 more Al Challenges we tace today: Future Al / Prop Tech - Social Trust
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1. Challenge = Managing Change
11DrKPl. - S

Advertising: Al referral traffic vs. Al Overviews vs. Search Referrals

Al referral traffic occurs when real user , _

. . . Al Overviews are relied upon
clicks a link to a website from an Al ,
by 4 in 5 consumers.

° platform - also called Al Mode. O 40% of these users rely o
. 'zero-click search results’.
Al powered search platforms are growing
fast BUT still account for less than 1% of \
traffic. ;

Local mews content DOES NOT

show up in overviews. Why?
Because:

Evergreen content, like a guide to
boil an egg or what public
parking costs in the city is very

- - - A ‘ - . - A - - n -

Past 5 years before Al Overviews and Al Mode: Google search referrals ™ dropped from about 65 % to ca. 30 % of a website's traffic.



ulDrKPl. 2. Challenge - Risk, Liability and Billions of Dollars ‘Vanished' Scenario

Chatbots converse in a
|ﬂsurerS WOrI’y abOUt 3 riSkS: humanlike Wayl try 'to
please... suicide = bad

model performance?

®
Al-generated errors, regulatory

compliance and model performance.

Large tech companies are tying their fortunes to OpenAl

M &) openAl
y : 4 ‘ I
Custom chip I
; Data
Stargate design centre
Project l deal
Infrastructure e BROADCOM
}  confrackiaquiry Cloud/Al
ORACLE ~qale integration
Stargate | Data GO, e partner
Project  Strategic cenfre |
Investor, compute deal Hosting
cloud/Al partner Sovereign Al | partner
integration v infrastructure
L~ <AnviDIA | amazon
Jeff B Sept 25 | | e
e eZ0Ss - >€e pt p re- | fvwidor Multiple T
- sl ts
— SoftBank supplier, ks it 00 Meta
‘ d 1 -F d customer s s
|CtS I’epeat O OtCOm I A Investment,
Customer L 1 ""’,‘;ss tinegn ’ hosting
rfi
3¢ Al crash 3¢ for 2028 " ‘ OF e P ,|
=. Microsoft Customer —T ANTHROP\C

Sources: Citi Research; FT research

Addiction? ChatGPT power users correlation b/w top 10 % who telt lonelier, grew emotionally dependent & socialized < than others.




dIDrKPlo 3. Biggest % % Challenge - Environmental and Geopolitical Risks

0 500 Ml water = 10 to 50 ChatGPT-3 answers Produ.c’gon of
electricity: Aluses

i, 4

¢ ® © 10% or more by

20287
Prices % % &J

# Drinking water shortage due to rapid use
for cooling purposes in cloud computing
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Age of the mega
battery, storing

solar & wind
power

China accounts for close to 40 % of
chip capacity "Know your chip”:
e advanced semiconductors are the

“brain” of modern military systems
« foundational chips are the on-off

switch used for such as, Internet

infrastructure & power grid....

It core components of your economy are built with switches controlled by chief adversary, contest for Al leadership becomes irrelevant




Wrap-Up und Take-Aways - Managing Change:

Environment, Geopolitics, Risk, Liability, Drinking Water, Power/Electricity
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ulDrKPl. Artificial intelligence development: 4 Phases

e 1990s spam filters - MS Clippy oftice assistant, today
Automation Copilot
\Workflows e Hiring, travel purchasing, or anything based on forms -

Shadow Work - customer works more, firm saves cash

Robots e Most firms provide only an email form (ticket) or a

Chatbots chatbot that is designed to avoid connecting with a
human agent to save costs.

e |Legislature views lawmaking as the specitication of
Spil’it of algorithms to run social programs.

Automation

Most bills have simple titles but go on for thousands
ot pages of details spelling out how the

implementing agency should respond to every

conceivable contingency. il DrKPIQ
E




2024 - Audits do matter - 2025 8. 2026 08202783 ...

r

People prefer Al Code
(calculations) that can be
checked for accuracy (weather):

UK uses 150 criteria for
deciding which patient gets a
kidney transplant. Secret algorithm
that prefers choosing young
alcoholics... Change algorithm

Amazon Recruiting Al was
discriminating.... taken offline
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Buidling “models™world?
The race to build artificial intelligence systems that can navigate and design physical environments.

r

8

= Pretending the world can all be
‘ modelled in a meaningful way Is
nonsense.

Better pragmatic approach is
getting low hanging fruit first by
trying to produce: ifikpi. MESSEN WAS ZAHLT

- More accurate weather forecasts,

Relevante Kennzahlen. Intuitiv Verstandlich.

Eine All-in-1 integrierte Content & SE0Q Analytics Plattform.
Uptimieren Sie Thre Marketing Inhalte mit Daten
denen Sie vertrauen konnen.

- chatbots that do finally not halluy- UnoerTol it o Konarargnn
cinate (first chatbot 1966 !) and

zusammengestellten Set von Corporate Blogs.

- Al agents that can safely make
purchasing decisions for us.

|I|DrKP|o




alDrKPlo 3 more Al Challenges we must begin to manage

Human-centered Al and foundational Machine Learning
Need to focus on eliminating hallucinations (part of
reliability).

Best way: Get more high quality data not yet on Internet
incorporated into training models.

Culture, language and generative language models.

Best 1st step: Al models considering cultural dimenison such
as language, regulation & policy making.

1st Example: CH = Al Model &d Researchers at EPFL
Lausanne, ETH Zurich and CSCS Lugano, have developed
Apertus, a fully open Large Language Model (LLM) - > 1,000
languages, 40% of the data is non-English.

Technological Sovereignty USA, China, EU (NL claws back
Nexperia from China’s Wingtech) = Focus on Chips
Takeover of Nexperia (Oct. 2025) plunges Netherlands into
America-China tech war.

By 2030 Small Modular Reactor (SMR) should generate power at $182 per megawatt hour, $133 per MWh for conventional nuclear,

$126 per MWh for natural gas, $86 per MWh for onshore wind and solar, backed up by battery.
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